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IntelTechniques.com

: Define Your Scope

Choose a Secure Linux Laptop
Configure a Linux Operating System
Install Linux Applications

Apply Linux Updates

Create a Custom Linux Script

Store Documents Locally in Linux
Create a Linux System Backup

Create an Off-Site Linux Backup
Configure a Dual-Boot Laptop
Sanitize Old Apple Accounts
Configure Apple Hardware

Configure a macOS Operating System
Understand a macOS Application Firewall
Configure a Little Snitch Firewall
Configure a Lulu Firewall

Configure macOS Applications

Apply macOS Updates

Apply Custom macOS Scripts

Store Documents Locally in macOS
Conduct Weekly macOS Maintenance
Encrypt an External macOS Drive
Create a macOS System Backup
Create an Off-Site macOS Backup
Purchase a New Mobile Device

Install a New Mobile Operating System
Configure Your New Mobile Operating System
Consider Push Services

Privately Install Applications

Establish Private Cellular Service
Consider Wi-Fi Calling

Customize Your Device

Consider Android Profiles
Maintain Your Device

Configure Basic iOS Settings
Personalize Your iOS Device
Consider Faraday Bag Strategies
Configure a Decoy Phone

Possess an Emergency Device

Block Cameras and Microphones
Prevent Wi-Fi & Bluetooth Tracking
Establish a Headset Routine

Consider Emergency Alerts

Consider Traveling With Devices
Install and Configure Signal Messenger
Install and Configure Wire
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Consider Alternate Secure Messengers

Convert Your Friends & Family to Secure Communication
Configure a Desktop Web Browser

Configure a GrapheneOS Web Browser

Configure an iOS Web Browser

Install Tor Browser

Configure an RSS Reader

Consider Offline vs. Online Options

Configure a Desktop Password Manager

Configure a GrapheneOS Password Manager
Configure an iOS Password Manager

Configure Hardware Two-Factor Authentication (2FA)
Configure Software Two-Factor Authentication (2FA)
Configure SMS Two-Factor Authentication (2FA)
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Consider a Backup Online 2FA Option
Switch to Secure Email

Purchase Custom Domains

Configure Email Custom Domains
Consider Email Forwarders

Configure a Desktop Email Client
Host a Custom Domain Website
Consider More Email Concerns
Establish an Encrypted Calendar
Self-Host Your Contacts

Monitor Login Attempts

Establish VolP Service

Activate a VolP Number

Configure VolIP for GrapheneOS
Configure VolP for iOS

Configure VolP for Linux & macOS
Port Your Current Telephone Number
Consider Encrypted VolP

Consider VolP Alternatives

Prepare for Conversations

Consider Your Own VolIP Plan & Issues
Understand VPN Usage and Limitations
Configure a Desktop VPN

Configure a Mobile VPN

Understand DNS Usage and Limitations
Understand DNS Filtering

Configure Linux Desktop DNS
Configure macOS Desktop DNS
Configure Desktop Browser DNS
Configure GrapheneOS DNS
Configure iOS DNS

Consider Example VPN/DNS Usage
Obtain Firewall Hardware

Install a Firewall Operating System
Configure Firewall Software
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Import a Custom Firewall Configuration
Consider Additional VPN Profiles
Disable Firewall Logging

Maintain & Troubleshoot Your Firewall
Configure Home Wi-Fi

Self-Host Kiwix Data

Self-Host a Digital Book Library
Self-Host Large Language Models (LLMs)
Self-Host GrapheneOS Maps
Self-Host iOS Maps

Self-Host Linux Maps

Self-Host macOS Maps

Self-Host Streaming Media

Configure Linux VM Software
Configure macOS VM Software
Configure a Linux VM Operating System on Linux
Configure a Linux VM Operating System on macOS
Conduct VM Maintenance

Establish Your Alias Details

Backstop Your Alias

Consider Alias Name Identification
Consider SSN Alternatives

Practice Your Alias

Establish a Local CMRA

Consider a Remote CMRA

Update All Mailing Addresses
Remove Online Address Information
Embrace Cash

Obtain Prepaid Purchase Cards
Establish Masked Payments
Consider Trust or LLC Checks

Obtain a Secondary Name Card
Consider Virtual Currencies

Consider Real-Name Credit Cards
Evaluate Your Payment Needs
Create a Living Trust

Create an Asset Trust

Establish an LLC for Assets
Re-evaluate Your Trust & LLC Needs
Consider Advanced Needs

Update Traditional Employer Data
Consider Self-Employment Options
Consider a Sole Proprietorship
Consider an LLC for Income

Prepare Tax Documents

Establish Business Banking

Protect Client Data

Reserve Temporary Lodging Privately
Rent a Home Privately
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|dentify Hidden Cameras and Unauthorized Entry

Initiate Your Home Search

Establish Home Search Communications
Consider Physical Home Safety

Prepare for the Home Purchase
Purchase a Home Privately with Cash
Purchase a Home Privately with a Mortgage
Prepare for Home Purchase Complications
Establish Home Insurance Privately
Establish Home Utilities Privately
Establish Internet Service Privately
Establish Neighbor Relations Privately
Consider Children Complications
Prepare for Home Sales

Consider Physical Home Security

Think Twice about Security Cameras
Understand Unwarranted Exposure
Re-Title a Vehicle Privately

Choose a New Private Vehicle

Purchase a New Vehicle with a Trust
Purchase a New Vehicle with an LLC
Consider Vehicle Markings
Install a Dash Camera

Insure a Private Vehicle

Consider Vehicle Tolls

Consider License Plate Readers
Consider Vehicle Contents

Sanitize Auto Store Profiles

Consider Vehicle Services

Avoid ID Scanning & Submission
Establish Necessary Shopping Accounts
Prepare for Home Services

Consider Address Confidentiality Programs
Consider Medical Services

Continue Online Data Removal

Consider State Laws Surrounding Privacy
Prepare for the Next Census

Consider Online Content Removal
Consider Pet Privacy

Embrace Damage Control

Monitor Exposure

Avoid Contact Information Abuse

Plant Your Flag

Prevent Tracking During the Next Pandemic
Consider Marriage and Birth Options
Consider Nomad Domicile Benefits
Consider Nomad Domicile Warnings
Update All Mailing Addresses

Consider Nomad Home Ownership
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Re-Title a Nomad Vehicle

Purchase a New Nomad Vehicle (Trust)
Purchase a New Nomad Vehicle (LLC)
Insure a Nomad Vehicle

Consider Nomad-Friendly Countries
Carefully Consider Name Changes
Consider the RV Life

Request Your Credit Reports

Request Your Consumer Reports
Request Your Government Reports
Establish Credit Freezes
Establish Fraud Alerts

Eliminate Pre-Approved Credit

Apply Name Disinformation

Apply Address Disinformation

Apply Telephone Disinformation

Apply Business Disinformation
Consider Death Disinformation
Consider Proactive Online Disinformation
Evaluate Disinformation Results & Concerns
Possess Proof of Address

Prepare "Go" Bags

Embrace Travel Security

Create a Final Arrangements Document
Create a Living Will

Create a Traditional Will

Review Your Trustees & Beneficiaries
Create a Post-Death Recovery Plan
Meet Jane Doe

Meet Jim Doe

Meet Mary Doe

Meet John Doe

Meet Helen Doe

Consider My Failures

Seek Help When Stuck



